
A WHITE PAPER released by Cisco in 
2011 suggested that, by 2020, the 
world’s population would be estimated 
at 7.6 billion, with connection to 
50 billion devices. All this highly 
personalized use of technology will 
produce even more sensitive data 
that will need to be protected and 
stored. The cache of data that may 
be used against an organization in a 
cyberattack is forever expanding.

What can be done? 
In times of overwhelming odds or 
when facing a formidable adversary, 
we have seen athletic coaches return 
to “the basics.” In a technology 
context, the basics means being able 
to clearly articulate what is an asset 
for your organization and maximizing 
the return on technology you’ve 
already invested in.

What is an asset for my 
organization?
Simply put, what is it that the 
attackers want? The obvious answer is 
easily convertible financial data or the 
ability to generate currency from bank 
accounts, credit cards and debit card 
numbers. However, many companies 
are now experiencing ransomware 
attacks where code, network devices, 
digital media and files are held 
hostage under threat of distribution 
or destruction. A bitcoin “donation” is 
required for a safe return. 

What are the basics? 
In an era when technological 
advancement is connecting more 
people than ever before, where 
multidevice/multiplatform is the 
norm, and the definition of a work 
device compared to a personal device 
has never been more blurred, where 
do you start? 

Here are my top five suggestions  
for the cyberwar theater.
1. Verify the front lines: As an IT 
auditor, one of the first things I ask 
for is a current network diagram. This 
is a critical document that should 
remain dynamic and be updated as 
part of any procurement and change 
management process. Knowing your 
boundaries, areas of weakness and 
access points is crucial.

2. Identify risk: An annual risk assess-
ment can help keep you abreast of 
the ever-changing risk landscape. If 
your organization doesn’t perform an 
annual risk assessment, then you have 
an immediate action item. The process 
doesn’t take long, and it can provide a 
voice to areas within your organization 
that you may not be familiar with. The 
process should collectively categorize 
your identified risks into risk defini-
tions. A risk assessment educates all 
key participants and, in many cases, 
breaks down many silos within the 
organization. 

3. Network scanning and security 
assessments: Know the limitations 
of your IT environment, scan and 
test it frequently. IT security vulner-
ability and penetration assessments 
attempt to evaluate the security of 
your IT infrastructure by safely trying 
to exploit vulnerabilities that may 
exist in operating systems, service and 
application flaws, improper configura-
tions, access points or risky end-user 
behavior. Such assessments are useful 
in validating the efficacy of defen-
sive mechanisms, as well as end-user 
adherence to security policies. 

4. Data Classification: A data clas-
sification policy is based on the level 
of sensitivity and impact to the entity 

should data or a network device be 
compromised, altered or destroyed 
without authorization. A good policy 
should reflect what’s important from 
both entity and regulatory standpoints 
(think privacy and personally identifi-
able information). Data classification 
helps determine what baseline security 
controls are appropriate for safeguard-
ing both these assets. It will likely 
have an impact on network design and 
network segmentation. I recommend 
stakeholders in the classification effort 
include legal, compliance, human 
resources and the medical records 
department (if applicable), as well as 
business or process owners.

5. Know your incident response plan: 
You should adopt the mindset that 
you will experience a cyberattack. 
What is crucial is how fast you can 
respond, apply containment measures 
and communicate both internally 
and externally to limit exposure. 
Few organizations really understand 
their state of readiness to respond to 
a cybersecurity incident. Defining the 
chain of command and having a clear 
communication protocol of who will be 
involved is just as key as the investiga-
tion, containment measures and criti-
cal system recovery plan. Your InfoSec 
and operations manager will be just as 
important as your legal and PR person 
as you address the security breach.

Cybersecurity is and will continue 
to be a constant and endless battle. 
Covering these basics helps you to put 
your company’s best foot forward.
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