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STEP 1: SELECT A SECURITY 
CONTROLS FRAMEWORK

It’s common for many organizations to struggle with their cybersecurity operations. Security 
systems are typically implemented in silos and managers often wonder if they’re covering the 
full suite of best practices. This article will explain the five steps that any organization can take 
(including tech startups, not-for-profits, and even large, multi-national corporations) in better 
securing their environment.

WHAT IS A SECURITY CONTROLS FRAMEWORK? 

A security controls framework is a checklist to consider when implementing a security program. It 
prescribes certain tools and processes (collectively, “controls”). For example, all leading frameworks 
recommend the adoption of network monitoring tools and incident response procedures. 

WHICH FRAMEWORK IS RIGHT FOR YOU? 

At first glance, these frameworks may seem overwhelming. There are many variations of them, and they 
may appear to be very similar. Each framework also possesses many individual requirements within it. 
Selecting the right framework (see Exhibit 1) is important and should be tied to your industry vertical or 
compliance requirement, if applicable. 

EXHIBIT 1: DIFFERENT SECURITY FRAMEWORKS
Framework Description Industries

ISO 27001 A broadly adopted security framework for U.S. and 
international organizations All

NIST SP 800-53 A broadly adopted security framework published by 
the U.S. federal government

U.S. government and related private 
industry

CIS-20 A broadly adopted security framework for small to 
medium-sized organizations All

Payment Card Industry Data 
Security Standard (PCI-DSS)

A broadly adopted framework for the protection of 
credit card data

Retail, banking, or other 
organizations that store, process, 
and/or transmit credit card data

Health Insurance Portability and 
Accountability Act (HIPAA)

A broadly adopted framework for electronic patient 
healthcare information (ePHI)

Medical services or other 
organizations that store, process, 
and/or transmit ePHI data

System and Organizational 
Controls (SOC)

A broadly adopted framework for third-party service 
providers All

Cloud Security Alliance (CSA) 
Controls

A broadly adopted framework for cloud-based 
service providers All

NIST Cybersecurity Framework 
(NIST CSF)

A broadly adopted security framework for general 
use All
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When selecting a framework, try not to dwell too long on which one to select. As with any framework, it is 
only a means to an end, which is to secure your organization. Organizations that are implementing security 
programs for the first time would benefit from selecting a single framework and scaling up. It’s easier to 
scale multiple frameworks incrementally, rather than tackling them all at once. Remember, the objective is 
to eventually custom tailor these frameworks to fit your organization through the risk assessment process 
described below. 

MAP CONTROL FRAMEWORKS

It may be that organizations need to select multiple frameworks based on their nature. A healthcare 
organization may need both HIPAA and PCI-DSS to baseline their security program. If each framework were 
to be managed separately, it would become burdensome on an organization’s security or IT department. 
For example, both frameworks require the approval of granting elevated user permissions. Managing and 
tracking this control separately for the patient portal (under the scope of HIPAA) and the payment system 
(under the scope of PCI-DSS) would incur double the time and cost. 

To solve this problem, map frameworks into a single version to identify like-kind requirements. This is often 
called the “controls mapping” or the “controls crosswalk.” Exhibit 2 shows how requirements “map” or 
overlap with each other. 

EXHIBIT 2: REQUIREMENTS MAPPED ACROSS SOC 2 AND ISO 27001
Systems and Organization Controls 2 (SOC 2) 
Requirements ISO 27001 Requirements

CC5.3 - Restricts Logical Access—Logical access to 
information assets, including hardware, data (at-rest, during 
processing, or in transmission), software, administrative 
authorities, mobile devices, output, and offline system 
components is restricted through the use of access control 
software and rule sets.

A.9.2.3 Management of Privileged Access Rights
The allocation and use of privileged access rights shall be 
restricted and controlled.

A.9.4.1 Information Access Restriction
Access to information and application system functions shall 
be restricted in accordance with the access control policy.

CC6.7 - Restricts the Ability to Perform Transmission—Data 
loss prevention processes and technologies are used to 
restrict the ability to authorize and execute transmission, 
movement, and removal of information.

A.13.2.1 Information Transfer Policies and Procedures
Formal transfer policies, procedures, and controls shall be in 
place to protect the transfer of information through the use of 
all types of communication facilities.

A.13.2.2 Agreements on Information Transfer
Agreements shall address the secure transfer of business 
information between the organization and external parties.

... ...

N/A
A.6.1.5 Information Security in Project Management
Information security shall be addressed in project 
management, regardless of the type of the project.
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A common challenge is that, depending on the framework, requirements are often misaligned. In the 
example above, ISO 27001 has a requirement to address security risks via project management standards, 
but this is not the case for SOC 2. Also, new versions of these frameworks are published at different 
intervals, frequently adding or subtracting requirements resulting in further misalignment. It’s therefore 
important to periodically update and refresh this mapping. 

Note: The word “requirement” is often interpreted as a “must-have.” This couldn’t be further from the 
truth. Most leading standards take a risk-based approach. These “requirements” are for consideration 
based on risk. See Step 3 below for additional details.

PERFORM A SELF-ASSESSMENT: IDENTIFY CONTROLS THAT YOU HAVE  
(AND DON’T HAVE)

Once a framework (or two) is selected, perform a self-assessment. The objective is to quickly identify 
the existing controls. At this stage, it’s easy to feel overwhelmed. These frameworks contain a long list 
of control requirements and you may wonder how much of them you really need. This question can be 
answered in Step 2: Perform a Risk Assessment. For now, the objective is to identify the controls you (think) 
you have and those you don’t have. 
 
EXHIBIT 3: EXAMPLE SELF-ASSESSMENT BASED ON SOC 2 AND ISO 27001 
SOC 2 Requirements ISO 27001 Requirements Self-Assessment (Controls)

CC5.3 - Restricts Logical Access—
Logical access to information assets, 
including hardware, data (at-rest, 
during processing, or in transmission), 
software, administrative authorities, 
mobile devices, output, and offline 
system components is restricted 
through the use of access control 
software and rule sets.

A.9.2.3 Management of Privileged Access Rights
The allocation and use of privileged access rights 
shall be restricted and controlled.

Yes: User access, including 
modified and elevated 
permissions, is approved

A.9.4.1 Information Access Restriction
Access to information and application system 
functions shall be restricted in accordance with the 
access control policy.

Yes: User access permissions are 
reviewed on an annual basis

CC6.7 - Restricts the Ability to 
Perform Transmission—Data 
loss prevention processes and 
technologies are used to restrict 
the ability to authorize and execute 
transmission, movement, and removal 
of information.

A.13.2.1 Information Transfer Policies and 
Procedures
Formal transfer policies, procedures, and 
controls shall be in place to protect the transfer 
of information through the use of all types of 
communication facilities.

No: Does not exist

A.13.2.2 Agreements on Information Transfer
Agreements shall address the secure transfer of 
business information between the organization 
and external parties.

No: Does not exist

... ... ...

N/A

A.6.1.5 Information Security in Project 
Management
Information security shall be addressed in project 
management, regardless of the type of the project.

No: Does not exist
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Once controls are identified, add the identified controls to a registry of controls. This is usually called the 
“risk controls matrix.” See Exhibit 4 below for an example. This is a simplified version – many matrices are 
customized to better reflect the needs of the organization. The “scope” column illustrates the scope of the 
control; not all controls need to be applied across the entire organization. Also, notice the “Framework 
Cross Reference” column. This demonstrates how each control can satisfy multiple control frameworks.

EXHIBIT 4: EXAMPLE RISK AND CONTROLS MATRIX (ABC COMPANY)
Control # Description Scope (System/Location) Owner Framework Cross Reference

SECa-12
User access, including 
modified and elevated 
permissions, is approved

Corporate network
Customer network
Customer web application
Customer database

Security 
Manager

SOC 2: CC5.3
ISO 27001: A.9.2.3; A.9.4.1

SECb-12
User access permissions 
are reviewed on an 
annual basis

Corporate network
Customer network
Customer web application
Customer database

Sr. Manager 
of IT

SOC 2: CC6.7
ISO 27001: A.13.2.1; A.13.2.2

... ... ... ... ...
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STEP 2: PERFORM A RISK 
ASSESSMENT

Before a security control can be designed, an organization should understand risks. Organizations that skip 
this step tend to over-secure their environment, resulting in lost resources. Alternatively, organizations may 
design poor controls that do not adequately reduce risk. The goal is to optimize security, not maximize it. 
The risk assessment answers the “why” security controls are needed.  

IDENTIFY ASSETS

The first step is to identify assets to secure (anything that provides value to your organization). Normally, 
these assets are systems that store, transmit, or process (transform) some critical data. For instance, 
a customer database storing personally identifiable information (PII) should be identified as an asset. 
Because an attacker may gain access through the customer network and/or through the web application, 
these systems are further considered assets. 

IDENTIFY THREATS

Next, identify the threats to these assets. For example, a malicious employee may breach the customer 
database to steal and sell sensitive customer information. The challenge is to identify a universe of threat 
scenarios. This is where it helps to have a dedicated security manager who understands these threats. 
Fortunately, the following risk management frameworks are a good source of threat scenarios: 

• ISO 27005 Annex C Examples of Typical Threats

• NIST 800-30 Appendix E Threat Events

ANALYZE RISK: LIKELIHOOD X IMPACT

Risk is commonly defined as a function of likelihood and impact. Experienced security managers can 
leverage various tools and techniques to accurately quantify these two factors. However, both factors are, 
more often than not, assessed qualitatively based on educated guesswork. These assessments usually take 
the form of “High,” “Medium,” and “Low” designations.

In the example above, a customer database was identified as an asset. A malicious employee stealing 
customer information was identified as the threat. Immediately, the impact of this threat actually occurring 
can be easily agreed to be “High.” But what about the likelihood?

This is why the inventory of security controls identified via the self-assessment from Step 1 above is crucial. 
The existence of these controls may reduce the likelihood; the absence will increase the likelihood. 

https://www.iso.org/obp/ui/#iso:std:iso-iec:27005:ed-3:v1:en
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
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Note: Many organizations often fail to document and retain the self-assessment, risk controls matrix, and 
the risk assessment. Retaining this documentation is paramount not only to improving security but to 
quickly respond to their customer’s security questionnaires. 

CASE STUDY: THE ABC COMPANY

To better illustrate risk, imagine a cloud-based Software-as-a-Solution (SaaS) entity called The ABC 
Company. They are headquartered in Seattle, with a Europe-based sales office in France. The ABC Company 
wants to implement good security, and their customers demand a SOC 2 report and an ISO 27001 
certificate. Their systems architecture involves a corporate network and a segmented customer network 
that houses the web application servers and the customer database. 

As part of the self-assessment, The ABC Company identified a number of gaps, including the lack of data 
loss prevention systems and policies governing data transmission (see Exhibit 3). 

Before jumping to conclusions and purchasing a data loss prevention system, they performed a risk 
assessment. They focused on the assets first, including the customer database, the web application servers, 
and the customer network. Many threats were identified, one example being the chance a malicious 
employee could breach the customer database to steal and sell sensitive information. It was agreed that 
the impact of this threat was high, but there were certain disagreements as to the likelihood.

The self-assessment also identified a number of controls, including access provisioning and review controls 
(see Exhibit 4). Further analysis revealed that there are only four individuals with write-level access to the 
customer database and three product managers with read-only access. 

Given the existence of these controls, ABC felt comfortable that the product management was secure and 
the administration teams were good, ethical people. With this in mind, the initial assessment reduced the 
likelihood to “Medium.” (See Exhibit 5).

EXHIBIT 5: RISK ASSESSMENT OF THE ABC COMPANY
Asset Threat Existing Controls Likelihood Impact

Customer DB

A malicious employee may 
breach the customer database to 
steal and sell sensitive customer 
information.

SECa-12: User access, including modified and 
elevated permissions, is approved. 

SECb-12: User access permissions are reviewed 
on an annual basis.

Medium High
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WHAT TO DO WITH RESIDUAL RISK? 

In the ABC Company example, the threat is not completely reduced. The existing controls may ensure that 
appropriate people are granted access, but they do not detect someone stealing customer data. This is 
called “residual risk.” 

So, what to do about this residual risk? This is where all stakeholders should be consulted. Generally, there 
are several broad options that can be considered:

• Avoid the risk.  
Example: Risks in the payment card industry are more than a company is willing to handle, so they 
decide they are not going to process/store credit card transactions.

• Transfer the risk. 
Example: Rather than host data on their own equipment, the company will look for a qualified and 
secure cloud provider to host their data that can provide DLP controls, among other things.

• Mitigate the risk. 
Example: The company can build responsive, risk-based controls, as we describe in Step 3.

• Share the risk. 
Example: The company will purchase insurance coverage to share the risk of an “event.”

• Assume the risk. 
The company chooses to live with it. They decide the risk has a relatively low score and falls within 
the bounds of their risk appetite.

• Some combination of the above. 

In this scenario, The ABC Company concluded that earning customer trust and maintaining a good 
reputation was most important to their mission. As a result, a decision was made to further reduce residual 
risk by purchasing a data loss prevention (DLP) system. 

However, to optimize security spending, it was decided that this system will only monitor the customer 
network. A mindful decision was made to not monitor the entire corporate network. Granted, The ABC 
Company is now able to negotiate a cost-effective rate with DLP vendors. 

Note: It is also often overlooked that certain requirements and security frameworks are not applicable 
based on the organization. This is another reason why risk assessments are important, because they may 
identify scenarios that are low in likelihood and impact. For these scenarios, document this rationale and 
remove/sunset controls as necessary. 
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STEP 3: BUILD CONTROLS

Once the risk assessment is complete and decisions have been made, it is time to build missing controls. 
Continuing the ABC Company example from above, it’s now time to find answers to the following 
questions:

• Who are the DLP system vendors? 

• What features should we look for? 

• Who is going to pay for this?

• Who is going to own and manage the DLP system? 

• How will we monitor its effectiveness?

• When should we implement the solution?

Building controls takes time and can be costly. It is therefore important to perform a proper risk 
assessment, have a detailed plan, and a dedicated program management team to execute this plan. 

PEOPLE AND PROCESS BEFORE TECHNOLOGY

A key risk in systems implementations (ranging from technical security solutions to enterprise-wide 
solutions) is that people and process elements are often overlooked. Who’s going to do what, how, and 
when? 

For example, implementing a DLP is the easier part; managing the process is harder. Who’s responsible for 
continuously monitoring DLP alerts? What’s an acceptable threshold? How are false-positives defined? 
What happens if data loss actually occurs? Who’s going to log an incident security ticket and at what 
priority? Who’s going to alert the authorities and the customers?  

Implementing a technical solution has a substantial organizational impact and these details must be 
tactically agreed with by all relevant stakeholders. 
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DOCUMENT STANDARD OPERATING PROCEDURES (SOPS)

The process of operating a control should be documented. This document should include roles and 
responsibilities, tactical step-by-step instructions, and links to other organizational processes, such as 
incident management. This document (also referred to as the control narrative, the control design, or the 
control playbook) should answer the questions above. 

There are two primary benefits of documenting SOPs. The first is that what gets documented will get 
discussed and then improved. Documentation represents a process baseline; over time, this process can be 
managed and matured. For example, a feature could be built where DLP alerting thresholds are configured 
to automatically create an incident ticket, bypassing manual human involvement. Without documenting 
the initial process, it’s difficult to manage incremental improvements over time. 

The second benefit is that the control becomes “audit ready.” Security audits will request documentation 
and interviews to understand these processes. This is called a “design assessment.” Because the process 
is already documented, the audit is more likely to be efficient. Also, certain security frameworks require 
documentation of SOPs. 

Once the control process has been agreed and documented, summarize the activity and add the control to 
the risk controls matrix.
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STEP 4: PERFORM 
CONTINUOUS MONITORING

Once the controls are built and implemented, it’s time to mature these processes and monitor their 
performance. This can be accomplished by the following:

• Controls self-assessment: The owner of controls can perform a self-assessment against SOPs. 

• Internal audit: A team can perform an internal audit to validate that the existing controls satisfy 
the selected security framework. An internal audit is recommended as a form of “defense” or an 
early warning in case a control is insufficient. Internal auditors can also provide recommendations 
on how to improve the efficiency of a control process. 

• External audit: An external consulting firm can be hired to attest compliance with various security 
frameworks. Common frameworks that require a third party attestation include the SOC 2 report. 
Like internal auditors, external auditors can also provide recommendations on maturity and 
improvement. 

The above are methods to monitor controls; this is not to be confused with monitoring performance 
metrics. Example performance metrics include a percentage of false-positives alerted by the DLP system; 
elapsed time between identification of vulnerability to patching the system, etc. This is a separate topic 
which extends beyond the scope of this paper. 
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To call this the “final” step is slightly misleading since continuous improvement is a never-ending cycle. 
Businesses expand, new regulations emerge, more assets are added to the network (e.g, bring-your-own-
device or the Internet of Things), and other changes may profoundly impact the security of an organization. 
It’s therefore crucial to revisit Steps 1 through 4 above on a continuous (annual or when new changes are 
introduced) basis.  

The goal of continuous improvement is to mature the security program, enhance the security experience, 
and make it more convenient. There are many maturity models but most organizations fit into one of these 
tiers (see Exhibit 6). However, without mastery of the lower tiers, organizations will struggle to mature their 
processes. And maturity is dependent on the continuous improvement of a security program – because the 
target maturity should always be based on risk. 

STEP 5: CONTINUOUS 
IMPROVEMENT

EXHIBIT 6: TIERS OF MATURITY 
Tier 1: Perimeter 
Security Tier 2: Data Integration Tier 3: Automation Tier 4: Advanced and 

Predictive Analytics

Prevention focus (end-point 
security) Log aggregation (SIEM) SOAR Implementation Threat intelligence and 

hunting

Patch management Centralized identification and 
timely remediation

Automation of incident 
response and handling

Behavioral analytics (insider 
threats)

Manual identification and 
remediation

Alerting (rather than 
searching) SOPs for various attack types End-to-end automation and 

end-user convenience

If you’re interested in improving your IT controls and desire an external auditor to examine your current 
system, contact Clark Nuber’s IT professionals. 

https://clarknuber.com/hubspot-email-us/

