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Introduction 
The Information Security Policy (IS Policy) is the most important security document of an 
organization. Ideally, it should serve as the guiding principle of an organization’s information 
security, providing structure and vision to ensure the organization can achieve its mission, while 
keeping its data safe.  

The IS Policy requires a sophisticated set of rules to ensure its objectives are met. This 
document will explore, in-depth, why an IS Policy is necessary, the steps to creating one for your 
own organization, and includes a template at the back for you to reference. For a shorter 
summary of the IS Policy, please see our article here.  

The IS Policy in Action 
To get a better idea of what an IS Policy is and why it is so important, let’s look at an example. 
Say that a school’s mission is to educate students to become citizens and leaders of tomorrow. 
A school’s IS Policy then must disclose the principles of how students’ personal information is 
kept secure. Collectively, the mission and the IS Policy establish the “why” of an organization. 
The “how” is often more tactical and belongs to a different process.  

The school’s IS Policy should have sufficient authority, to the point where it’s consistently 
referenced by all relevant stakeholders, employees, and the students themselves. This means 
that the policies adopted need to be fair, reasonably understandable, enforceable, easily 
accessible, and strongly supported by executive leadership.  

The IS Policy also needs to be monitored for relevance by those who are accountable for 
security. It should hide unnecessary details when applicable but present them when needed to 
enhance readability (i.e., keep it short and simple). But most importantly, everyone should at 
least understand the principles (see Policy Statements below), since tactical rules are often 
forgotten.  

 

 

 

https://clarknuber.com/articles/safeguard-your-organization-how-build-meaningful-information-security-policy/
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Step 1: The Policy Statements 
The IS Policy typically begins with the Policy Statements, which are declarations based on good, 
strategic principles. These establish “why” the IS Policy exists and “what” it hopes to achieve. 

The “what” depends on each organization. An e-commerce company may emphasize that “all” 
users are responsible for protecting passwords. But a not-for-profit organization with volunteers 
may not even use passwords; this would later drive a much different “how” to achieve security. 
(The “how” are called “Procedures” and are outside the scope of a policy statement.)  

Given the above, it is critical that all senior leadership representing the organization be 
consulted and informed when drafting Policy Statements. Policy Statements should be based 
on enterprise risk and require a strong risk management discipline.  

Examples of Policy Statements 
Policy Statements are worth an entire article unto themselves, but for the purposes of this piece, 
the following are general examples of typical Policy Statements:  

1. All users are responsible for protecting the organization’s confidential information from 
unauthorized access. 

2. All users are responsible for protecting their passwords and other access credentials 
from unauthorized use. 

3. Access to confidential information must be authorized with valid business purposes.  

4. Access to a confidential system requires training in protecting such information.  

5. Users of confidential information must be accurately, individually, and uniquely 
identified. 

6. Confidential information must be protected on a computer or device (including mobile). 

7. All systems that generate, process, store, archive, and transmit confidential information 
must be protected from inappropriate access.  

8. All critical systems (defined as Level 3 and above) must be accurately identified and 
secured.  

9. Electronic and physical records must be protected when transported or transmitted.  

10. Software must be updated on all systems interacting with confidential information. 

11. All records containing confidential information must be properly disposed of. 

https://clarknuber.com/articles/risk-management-preparing-your-organization-for-future/
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12. Due diligence on third parties must be performed when providing access to confidential 
information. 

13. Any actual or suspected loss must be reported in a timely manner. 

14. All persons must understand the incident reporting processes.  

15. All persons will receive periodic training on security trends and threats.  

The Policy Statements above are general, holistic, and principles based. They mandate the 
“what” to achieve, but they don’t address the “how” to achieve them. The “how” (Requirements 
and Standards, covered more below) will constantly change based on new technologies, the 
industry, or regulatory guidance, but the “what” will remain constant. 

To further simplify, we recommend combining and reducing the number of Statements when 
possible. It’s easier for employees to remember 10 statements than 15. 

Step 2: Data Classification 
The next element of an IS Policy is Data Classification.  

Not all information is equal and, thus, does not require an equal level of security effort. 
Resources should be prioritized to the most sensitive information of an organization. It is 
therefore critical to establish guidance on prioritization. The goal is often set up by senior 
leadership, and typical stakeholders include legal, risk, compliance, security, technology/IT, and, 
of course, the business. 

The prioritization is often laid out in a data classification table, which resembles the example 
below:  

Classification Type Classification Level Examples 

Information intended and 
released for public use. 

Level 1: Public  Press releases, annual reports, 
published research, published 
marketing materials. 

Low-Risk Confidential 
Information that can be shared 
within the organization. 

Level 2: Internal Only Intranet portals, department 
policies and procedures, training 
materials, work papers, building 
maps/layouts. 
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Classification Type Classification Level Examples 

Medium Risk Confidential 
Information intended only for 
those with a “business need to 
know.” 

 

Level 3: Confidential Personnel records, IT source code, 
non-public financial 
records/statements, budget 
information, technical 
diagrams/architecture, donor 
information. 

High-Risk Confidential 
Information that requires strict 
controls. 

 

Level 4: Restricted Personally Identifiable Information 
(PII), passwords/PIN details, 
private encryption keys, trade 
secrets, SSN, credit card numbers.  

Reserved for Research Data or 
Data Use Agreement 

Level 5: Top Secret Research data, formulas, or other 
information directly related to the 
ongoing nature of an organization. 

Note: Information systems should be classified according to their classification level. However, 
this information should not be disclosed to the anyone. The systems’ classification itself should 
be secured and treated as sensitive information.  

Step 3: Mapping Policy Statements, Classification, and 
Requirements and Standards 
After the Policy Statements and Data Classification levels have been established, your team can 
begin creating the Requirements and Standards.  

A well-written Policy Statement may often include a mapping of the policy, the classification, 
and point to the relevant Standards (Requirements) for reference. While an IS Policy will not 
include the Requirements themselves (remember, you should hide away the details for 
readability’s sake), this linkage is particularly important as it reinforces why the Requirements 
exist in the first place (because of the Policy Statement).  
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Many IS Policies often exclude this mapping. While this is certainly acceptable, its inclusion 
reinforces the hierarchy of needs. Another benefit of inclusion is that security control objectives 
are documented as a byproduct (the Requirements can often be read as control objectives). 
However, this is a stylistic choice.  

Control objectives documented in a vacuum are often met with confusion and, at times, rejected 
and treated as a “compliance exercise.” However, the Policy Statement provides the rationale 
behind the Requirements, and tailoring the Requirements to each specific audience provides 
enhanced readability and comprehension.  

The table below illustrates the relationship between the Policy Statement, classification levels, 
and the supporting Standards and Requirements.  

Notice that while the Policy Statement remains constant, the Requirements change based on 
the classification level and the intended audience (users versus Information Technology). This 
curates the level of effort based on the sensitivity of the information, the systems, and the 
audience. Great IS Policies may even further divide the audience into relevant groups, such as 
departments or those with special clearance (e.g., privileged super users).  

Policy Statement Classification Level Requirements and Related Standards 

1. All users are 
responsible for 
protecting the 
organization’s 
confidential 
information 
from 
unauthorized 
access. 

 

Level 1 N/A 

Level 2 For users (employees, temporary workers, and 
contractors):  

• All devices connected to the network 
must meet the “Data Protection 
Requirements.”  

• All users must meet appliable password 
requirements. See “Password Standard.”  

For Information Technology:  

• People responsible for the operation of 
technology must have the skills, 
experience, and training. See the “HR 
Competency Framework.”   
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Policy Statement Classification Level Requirements and Related Standards 

1. All users are 
responsible for 
protecting the 
organization’s 
confidential 
information 
from 
unauthorized 
access. 

 

Level 3 In addition to Level 2 –  

For users (employees, temporary workers, and 
contractors):  

• All users handling personally identifiable 
information must comply with the 
organization’s “PII Protection 
Standards.”  

• All devices connected to the network 
must meet the “Data Protection 
Requirements.”  

For Information Technology: 

• All devices must be configured to 
securely store, process, transmit, 
archive, and dispose of data. See “Data 
Encryption Standard.”  

• All devices must be protected against 
access when data is disposed of. See 
“Data Retention Policy.” 

Level 4 ... 

Level 5 .... 

It is important to understand that Standards allow for additional detail on the Requirements. For 
example, a Requirement may state that passwords must be “appropriate,” but the Standards will 
explicitly state that passwords must be eight characters long, complexity enabled, have a 
lockout duration of 15 minutes after five invalid attempts, and must be changed on a quarterly 
basis. A Requirement could certainly have this level of detail but having a separate Standard 
may enhance readability to abstract away details.  
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Note that many organizations already have documented standards, such as password 
standards or email standards. While it’s best to include the actual standards (e.g., number of 
characters, complexity, etc.,) in the table above, it may be a stylistic choice to document them in 
separate requirements or standards, such as in the example table above.  

The identification of Standards, Requirements, and Control Objectives is always based on risk. 
Please see our article for additional details.  

Note: Some organizations may choose to create a separate IS Policy tailored to the audience; for 
example, an IS Policy targeted for end users and a separate IS Policy for technology departments. 
This is a stylistic choice.  

The benefit of this approach is enhanced readability, but it also decreases transparency. Perhaps 
end users want to know (or at least know where to find) the Standards that technical employees 
must operate under. There’s a balance, and this depends on the culture of your organization. We 
recommend a single IS Policy, with Standards and Requirements as standalone documents 
tailored to the audience.  

Step 4: Linking to Other Policies 
The purpose of an IS Policy is to provide consistent, principles-based guidance on how to 
secure an organization’s people, assets, information, and systems. In the next step, consider 
adding other, equally important policies to the document. These policies should be documented 
and given weight, but they should do so beyond the scope of an IS Policy.  

The following are examples that should be considered at a minimum. Their importance cannot 
be stressed enough.  

• Incident Detection and Response Policy: All organizational members are responsible for 
detecting issues that could be symptoms of a security breach. This could be phishing 
emails or slow background processes on a laptop. It is therefore critical to build incident 
logging processes (e.g., IT helpdesk), but it is even more critical to build a process to 
triage incidents to find patterns of a security attack. Then, an organization must 
understand how to respond.   

• Business Continuity and Disaster Recovery Policy: In case of a disaster, such as a 
security attack, it’s important to understand how to launch backup processes and initiate 
recovery procedures. This is often referred to as the BCP/DR Plan.  

https://clarknuber.com/resource/implement-and-improve-your-cybersecurity-program-in-5-steps/
https://clarknuber.com/articles/building-business-continuity-plan/
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• Data Retention Policy: For a variety of business or regulatory reasons, sensitive 
information is normally backed up and retained. It’s essential to secure backed-up data 
from any breaches.  

In addition to policies, organizations choose to link relevant Standards for convenient 
accessibility. The following are example Standards or Requirements. However, we recommend 
that these Standards are directly mapped to their supporting Policy Statements to ensure users 
understand why they exist.  

The following table summarizes typical Standards, their content, and target audience. This will 
help drive how to curate security training depending on who the audience is.  

Standard Typical Content (Examples) Target Audience 

Data 
Encryption 
Standards 

• All data-at-rest must be encrypted using AES-256 

• All data-in-transit must be encrypted using TLS 1.2 

• All encryption keys must be secured and stored in 
approved vaults 

• ... 

Information 
Technology 

Authentication 
and Password 
Standards 

• All access to Level 3 systems and above will require 
multi-factor authentication.  

• Level 3 – 4 Systems: Password authentication will 
require the use of the following, and end users will 
not have the ability to bypass these settings: 

o Minimum of 8 characters, including special 

o Complexity enabled 

o Five lockout attempts 

o ... 

• Level 5 Systems: In addition to passwords, Level 5 
systems require biometric authentication.  

• ... 

Information 
Technology 
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Standard Typical Content (Examples) Target Audience 

System 
Access 
Standards 

• Access to Level 3 systems require approval of the 
hiring manager and department head that owns the 
data.  

• Access to Level 4 systems also require approval of 
information security.  

• Access to Level 5 systems. 

• All access requests must be documented using the 
Access Request Portal.  

• ... 

Everyone 

Remote and 
Mobile Access 
Standards 

• All mobile devices (including personally owned) 
require encrypted email or attachment. 

• Laptops must be secured and never left unattended 
in public locations. 

• Employees must contact the IT department before 
using a mobile device. 

• Company issued mobile devices must adhere to the 
Configuration Management Standard. 

• All employees agree to install remote-wipe 
capabilities in case the device is lost or stolen. 

• ... 

Everyone 

In addition to the above, the following are common standards: 

• Email Access Standards 

• Change and Release Management Standards 

• Information Sharing and Disclosure Standards 

• Privacy Policies and Standards 

• Personal Information Handling Standards 

• Data Backup Standards 
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Note: Many organizations already have documented standards, such as password standards or 
email standards. While it’s best to include the actual standards (e.g., number of characters, 
complexity, etc.,) in the table above, it may be a stylistic choice to document them in separate 
requirements or standards, such as in the example table above.  

Step 5: IS Policy Review  
Once you’ve built your IS Policy, keep it fresh by periodically reviewing the document.  

Those reviewing should be individuals responsible for information security. For larger 
organizations, this would be the chief information security officer, but smaller organizations 
without a dedicated security department normally appoint the leader of IT. The final reviewer 
should be an executive that is ultimately accountable for security within an organization (this is 
normally the CEO or COO).  

Should a significant breach occur, it will be this executive that responds and addresses litigation 
risk, customer trust, and rebuilds the organization. A review by an executive places emphasis on 
the document and gives it authority.  

The IS Policy should explicitly state who the reviewers are, who is accountable and responsible 
for security, and when the review occurred. Certain regulations, such as GDPR, require that a 
privacy officer is also identified and listed.  

The next question is “what” to review. Policy Statements should be designed to remain fixed 
unless there are significant changes. For example, we may soon live in a world where 
passwords become obsolete. However, what does frequently change (and should change) are 
the Standards and Requirements. New tools, systems, and technologies are much more likely to 
update or create a new Standard (for example, the mobile device standard in the 2010s).  

The security teams should review the IS Policy in detail to ensure the document is relevant, 
accurate, and readable, before submitting it for review. The IS Policy is typically reviewed on an 
annual basis.  
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Step 6: Policy Communication and Acknowledgement 
The final step is to communicate the IS Policy and ensure that persons acknowledge it. 

A very common tactic is to require annual training on the IS Policy, in addition to getting trained 
on security threats. The IS Policy should also be easily accessible, such as making it available 
on the intranet. Some organizations take it a step further and disclose consequences for IS 
Policy violation, but this depends on the culture and other factors of each organization.  

The Appendix: Other Information 
Many IS Policies also include the following in their appendix: 

• Definitions 

• Common security threats 

• Links to security training modules 

• User categories (e.g., department employees, administrators, contractors) 

• Exception process (how to request an exception or change to the policy) 

• Links to access request forms 

• Overview of applicable compliance and security/privacy regulations (e.g., Sarbanes-
Oxley, PCI-DSS, HIPAA-HITECH) 

Optional: Responsibilities (Acceptable Use) 
Once the Requirements (and Standards) are documented, some organizations choose to 
summarize responsibilities that apply to all users. This is often called the “Acceptable Use 
Policy” and could be a standalone document. This is a stylistic choice and depends on the 
organization.  

We recommend keeping this section optional because it is not a policy (the true policies are the 
Policy Statements), and it is often too tactical and includes elements that are beyond the scope 
of security, such as prohibiting the dissemination of racist messages using IT systems. While 
this is a sound policy, it goes beyond the scope of security. 
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Also, user responsibilities should be kept in a single, referenceable place, such as the mapping 
table (see example below). However, many organizations may want to document a “cheat 
sheet” summary. If so, explicitly document that this is a summary, and everyone should 
reference the Policy Statements, Requirements, and Standards. The following are typical 
summary bullet points found in acceptable use “policies:” 

• Understand the information classification levels defined in the Information Security 
Policy. 

• As appropriate, classify the information for which one is responsible accordingly. 

• Access information only as needed to meet legitimate business needs. 

• Do not divulge, copy, release, sell, loan, alter, or destroy any information without a valid 
business purpose and/or authorization.  

• Protect the confidentiality, integrity, and availability of information in a manner 
consistent with the information's classification level and type. 

• Handle information following the Information Protection Standards and Procedures and 
any other applicable standard or policy. 

• Safeguard any physical key, ID card, computer account, or network account that allows 
one to access the information. 

• Discard media containing confidential information in a manner consistent with the 
information’s classification level, type, and any applicable retention requirement. This 
includes information contained in any hard copy document (such as a memo or report) 
or any electronic, magnetic, or optical storage medium (such as a memory stick, CD, 
hard disk, magnetic tape, or disk). 

• Contact the Department of the General Counsel before disclosing information generated 
by that Office or before responding to any litigation or law enforcement subpoenas, 
court orders, and other information requests from private litigants and government 
agencies 

• Contact the appropriate department before responding to requests for information from 
regulatory agencies, inspectors, examiners, and/or auditors.  
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Understanding the Hierarchy of Security Documents 
Unfortunately, many IS Policies often blend with other supporting documents and include too 
much detail.  

As mentioned earlier, IS Policies should be easily readable and understandable by everyone in 
an organization (assuming “everyone” is mandated by the Policy Statements). It should abstract 
away details that are only relevant to specific groups, such as Information Technology, and only 
include what everyone must understand. 

The table below summarizes the hierarchy of security documentations.   

The Hierarchy of Security Documents What are they? 

Organization Mission and Strategy Explains “why” the organization exists  

Technology Strategy Explains “how” technology will support the 
organization’s mission and strategy 

IS Policy (the scope of this article)  Explains “why” security is important, enables the 
organization's mission, and supports the 
technology strategy. 

Broadly states the “what” to achieve and the “why,” 
from a security perspective. 

These are normally the Policy Statements and 
other elements within this article.  

IS Standards Explains the “what” to achieve in greater detail, if 
needed. Security internal controls are also often 
embedded within the standards.  

For example, if the Policy Statement requires that 
an organization establish strong passwords, the IS 
Standard will define what “strong” means.  
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The Hierarchy of Security Documents What are they? 

IS Procedures Explains the “how” and will include step-by-step 
instructions.  

For example, a Policy Statement may direct that 
security alerts be addressed timely; the IS Standard 
will then define what timely is and the security 
monitoring tools that are accepted, such as a 
firewall. The IS Procedure will then detail how to 
respond to an alert from a firewall.  

In Conclusion 
The IS policy is a vital document that charts the course for an organization’s information 
security. A strong IS policy will lay out an organization’s security philosophy and follow through 
with the steps employees must take to accomplish the goal of information security. If you have 
questions on establishing an IS policy, please send me an email.  

Continue scrolling for a template your organization can repurpose when creating its own IS 
Policy.  

https://clarknuber.com/hubspot-email-us/
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Introduction 
Protecting confidential information is everyone’s responsibility. Confidential information 
touches every part of our organization. And regardless of your department, role, or whether you 
are a contractor or a third party, the first step is to understand how information is classified to 
learn the protections required at each level.  

To learn more about protecting data, start by reviewing the Policy Statements and the Data 
Classification Table that apply to everyone within the organization, regardless of role or 
function. Once the classification is understood, review the related Requirements and their 
Standards.  

Why Is This Policy Important? 
This policy provides the principles for keeping confidential data secure. It has been mandated, 
reviewed, and approved by [NAME OF CHIEF EXECUTIVE OFFICER], [NAME OF CHIEF 
INFORMATION SECURITY OFFICER], and [NAME OF DATA PRIVACY AND PROTECTION 
OFFICER]. This policy applies to every person within the organization.  

For any questions, please contact [NAME OF CISO].  

Policy Statements 
The organization is committed to protecting information that is critical to support mission, 
vision, and strategic objectives. These protection measures are governed by legal, regulatory, or 
contractual obligations.  

Everyone has a responsibility for the appropriate handling of confidential and sensitive 
information as prescribed by the policy statements. Each Policy Statement is supported by the 
Requirements that describe what must be done to comply with this policy. In certain cases, the 
Requirements may include Standards that explain the Requirement in greater detail. 

Within this document, there will be many references to the following that requires protection: 

• “Confidential information” refers to any non-public information (Level 2 classification 
and above) 

• “Systems” refer to any owned, purchased, managed, and leased systems, whether on our 
premises or through contracted cloud services.  
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For any questions about definitions or interpretations, please contact [NAME OF CISO]. 

We are committed to ensuring a secure organization to enable the achievement of our mission, 
vision, and strategic objectives. Please review our Mission Statement and our Strategic Plan.  

1. All users are responsible for protecting the organization’s confidential information from 
unauthorized access. 

2. All users are responsible for protecting their passwords and other access credentials 
from unauthorized use. 

3. Access to confidential information must be authorized with valid business purposes.  

4. Access to a confidential system requires training in protecting such information.  

5. Users of confidential information must be accurately, individually, and uniquely 
identified. 

6. Confidential information must be protected on a computer or device (including mobile). 

7. All systems that generate, processes, store, archive, and transmit confidential 
information must be protected from inappropriate access.  

8. All critical systems (defined as Level 4 or Level 5) must be accurately identified and 
secured.  

9. Electronic and physical records must be protected when transported or transmitted.  

10. Software must be updated on all systems interacting with confidential information. 

11. All records containing confidential information must be properly disposed of. 

12. Due diligence on third parties must be performed when providing access to confidential 
information. 

13. Any actual or suspected loss must be reported timely. 

14. All persons must understand the incident reporting processes.  

15. All persons will receive periodic training on security trends and threats.  
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Data Classification 
The classification of data provides guidance on the level of security that is required. Review the 
following classification table to understand your responsibilities. If you are a system owner or a 
system user that is unsure of the classification level, please contact [OFFICE OF SECURITY] and 
[POLICY TEAM] (or relevant contact). 

Classification Type Classification Level Examples 

Information intended 
and released for 
public use. 

Level 1: Public  Press releases, annual reports, published 
research, published marketing materials. 

Low-Risk 
Confidential 
Information that can 
be shared within the 
organization. 

Level 2: Internal 
Only 

Intranet portals, department policies and 
procedures, training materials, work papers, 
building maps/layouts. 

Medium Risk 
Confidential 
Information intended 
only for those with a 
“business need to 
know.” 

Level 3: 
Confidential 

Personnel records, IT source code, non-public 
financial records/statements, budget 
information, technical diagrams/architecture, 
donor information. 

High-Risk 
Confidential 
Information that 
requires strict 
controls. 

Level 4: Restricted Personally Identifiable Information (PII), 
Passwords/PIN details, private encryption keys, 
trade secrets, SSNs, credit card numbers.  

Reserved for 
Research Data or 
Data Use Agreement 

Level 5: Top Secret Research data, formulas, or other information 
directly related to the ongoing nature of an 
organization. 
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Requirements and Related Standards 
The following table prescribes each Requirement and their related Standards by the 
classification level and Policy Statement.  

For any questions on the interpretation of these Requirements, please contact [NAME OF CISO].  

Policy Statement Classification Level Requirements and related Standards 

1. All users are 
responsible for 
protecting the 
organization’s 
confidential 
information 
from 
unauthorized 
access. 

 

Level 1 N/A 

Level 2 For users (employees, temporary workers, and 
contractors):  

• All devices connected to the network must 
meet the “Data Protection Requirements.”  

• All users must meet appliable password 
requirements. See “Password Standard.” 

For Information Technology:  

• People responsible for the operation of 
technology must have the skills, 
experience, and training. See the “HR 
Competency Framework.”   

Level 3 In addition to Level 2 –  

For users (employees, temporary workers, and 
contractors):  

• All users handling personally identifiable 
information must comply with the 
organization’s “PII Protection Standards.”  

• All devices connected to the network must 
meet the “Data Protection Requirements.”  
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Policy Statement Classification Level Requirements and related Standards 

1. All users are 
responsible for 
protecting the 
organization’s 
confidential 
information 
from 
unauthorized 
access. 

 

Level 3 In addition to Level 2 –  

For Information Technology: 

• All devices must be configured to securely 
store, process, transmit, archive, and 
dispose of data. See “Data Encryption 
Standard.”  

• All devices must be protected against 
access when data is disposed of. See 
“Data Retention Policy.”  

Level 4 ... 

Level 5 .... 

Other Related Policies  
The organization has additional policies that significantly impact the appropriate security of our 
people, assets, and partners. Depending on your organization, you are required to review some 
(or all) of the following: 

• Incident Detection and Response Policy 

• Business Continuity and Disaster Recovery Policy 

• Data Retention Policy 

In addition, the following is a link of all cited Standards in the Requirements. Depending on your 
organization, you are required to review some (or all) of the following: 

• Data Protection and Encryption Standards 

• Authentication and Password Standards 

• Information System Access Standards 

• Remote and Mobile Access Standards 

• Change and Release Management Standards 

• Information Sharing and Disclosure Standards 

• Privacy Policies and Standards 
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• Personal Information Handling Standards 

• Data Retention and Backup Standards 

Policy Review 
This policy was developed by the Office of Security Policy, the Security Compliance Team 
(collectively, the Security Department), and was audited by the Internal Audit Department, and 
reviewed by relevant third-party consultants.  

This policy was reviewed and approved on the following by [NAME of CISO] and [NAME OF 
CEO].  

Updated By Updated Date Reviewed By Reviewed Date 

Security Department [DATE] [NAME OF CISO] 

[NAME OF CEO] 

[DATE] 

[DATE] 

... ... ... ... 

Appendix 
Frequently Asked Questions 

• How do I report an incident? 

• Where can I get trained on security? 

• What are some common security threats? 

• How do I request access to systems? 

Common Definitions 
• Externally accessible 

• Internally accessible 

• Non-public 

• Cloud 

• Chief Information Security Officer 

• ...
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